Controlled Substance Security

We Have Confirmed Diversion: Now What?
Options and reporting requirements when diversion happens
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D

rug diversion or theft by healthcare personnel
is not a new phenomenon. It is well established
that patients can be harmed by diversion. In the
past year, over 12,000 patients across the U.S.
have been notified that they may have been exposed to
HIV, hepatitis B or hepatitis C as a result of some diversion
scheme involving tampering and substitution.1234
Unfortunately, some of these cases involved diverters who
moved freely from one job to the next after they were
caught diverting.
In the wake of several publicized cases of diversion, many
facilities have become concerned with the adequacy of their
diversion reporting processes. There are federal regulations
with which facilities must comply, and some suggested
approaches from regulatory authorities. However, these do
not necessarily provide sufficient guidance to facilities that
want to ensure comprehensive reporting.

choose to wrap up an inquiry into “poor practice” that is
more likely a diversion, without involving the pharmacy.
In addition to other stakeholders that should be notified
internally, it is important to remember to include Finance, so
patient bills involved with diverted doses can be correctly
rebilled. It is also highly recommended that each facility
provide the Board of Directors with a high level report on
diversion activity at least once annually.
Code of silence
External reporting by institutions is often inadequate. Fears
of civil and regulatory liability and negative publicity may
prevent even basic reporting to a professional board or to
the DEA. Some institutions may labor under a misconception
that failing to report a former staff member is somehow
protecting the individual from harm.

Internal reporting
The Medicare Conditions of Participation require reporting
of diversion to the director of the pharmacy and the CEO
as appropriate.5 This may seem fairly intuitive, but not
uncommonly a nurse manager and Human Resources

When contacted by a subsequent employer, most healthcare
institutions only confirm dates of employment of former
staff members, including those who have been caught
diverting. Some may comment on whether the former
employee is eligible for rehire, but in most cases even if
the employee is not eligible to be hired again, additional
information is not provided.
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Professional boards
For licensed staff caught diverting, reporting to state
professional boards or a professional support program is
usually required by state regulations. Many facilities provide
only cryptic information when reporting to professional
boards, perhaps out of fear of regulatory liability. What
ensues is a protracted exchange of requests from the board,
followed by minimal responses from the institution.
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State nurse practice acts usually require nurses to report knowledge of
illegal, incompetent, or unsafe practices.

In reality, providing the professional board with comprehensive, objective information about the case at the outset is in
the best interest of everyone involved. It allows the board
to conduct its own investigation, and potentially work with
the former staff member to get the help he or she may need
without undue delay.
There is usually a personal professional reporting requirement as well. State nurse practice acts usually require
nurses to report knowledge of illegal, incompetent, or
unsafe practices. Similar requirements are often in place for
pharmacists.
State abuse registries
Many states have registries for reporting abuse of
vulnerable individuals, to which it is appropriate to report
diversion, particularly if fraud or patient harm has occurred.
Reporting to the abuse registry is one of a few options
when diverting personnel are unlicensed; it is highly
recommended in those cases.

Confirmed diversion is
theft, and must be reported
irrespective of the quantity.
Generally, it is appropriate to report a suspicion of abuse,
neglect, mistreatment, abandonment, or financial abuse
or exploitation to such a registry. For instance, if diversion
by tampering and substitution has occurred, and any of
the tampered-with doses were administered, patient harm
is likely and should be reported to the abuse registry for
investigation.
Drug Enforcement Administration
Some facilities agonize over whether the known number of
diverted doses is “significant” enough to warrant reporting
to the DEA. While the standard for reporting loss involves a
determination of whether the loss is “significant,”6 confirmed
diversion is theft, and must be reported irrespective of the
quantity.
6

The DEA requires dual reporting of theft within one business
day of discovery on Form 106, with a concurrent separate
written communication to the DEA Field Division Office.7
Most of the time, a facility will not be able to report all
diverted quantities to the DEA within one business day
because the investigation is ongoing.

In a majority of states, reporting
drug diversion to local law
enforcement is not mandatory.
Facilities should go ahead and make the initial report with
the information they have, and then provide regular updates
to the DEA Field Division Office (every 30 days at least).
Ultimately, a facility may need to supplement the original
Form 106 once the investigation is complete.
Law enforcement
In a majority of states, reporting drug diversion to local law
enforcement is not mandatory. Many facilities are reluctant
to report to law enforcement for fear of negative publicity.
Staff may be disinclined to report for fear of causing a
colleague to be arrested and criminally prosecuted.
Reporting to law enforcement may, however, be the only
way to ensure that the individuals do not go to another
institution where they may cause further harm. Law
enforcement dispositions may be found on a background
check long before a professional licensing board disposition.
If the diverter is not licensed, it may be one of the few
mechanisms for prospective employers to know about the
individual’s history of diversion.
In its Pharmacist’s Manual, the DEA offers support for
reporting to law enforcement. The manual states: “the
registrant should…notify local law enforcement and state
regulatory agencies. Prompt notification to enforcement
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Integrated Risk Functions

Organizations’ business models and risk landscapes are evolving
rapidly, and risk can no longer be managed in silos.
– Jason Pett, Partner, US Internal Audit Leader at PwC

Benefits of coordination
Organizations that adopt a more integrated approach to
managing risk and compliance issues may reap a number of
benefits, including:

management functions (limits opportunity for things to
fall through the cracks).
• Reduces the duplication of efforts across the
organization (reduces effort and costs while improving
risk function relationships with the organization).

• Common risk language provided to the board and audit
committee and leveraged by the business improves the
ease of reporting to stakeholders (e.g. regulators), and
the ability to track and respond to risk trends.

• Reduces the risk of fines and sanctions due to
noncompliance through more effective risk
management.

• Defines risk management needs and presents a clear
understanding of roles and responsibilities of risk

• Facilitates greater investment in risk management by
developing KPIs and Key Risk Indicators.

We Have Confirmed Diversion: Now What? – continued from page 19

agencies will allow them to investigate the incident and
prosecute those responsible for the diversion.”8
One individual had been caught diverting at several facilities
in several states yet was still able to gain employment at
another facility and go on to cause several patients to be
infected with hepatitis C.
In that case, the New Hampshire Department of Health
noted: “Drug diversion is a criminal activity and as such
should be reported to law enforcement. Maintaining close
working relationships between the dedicated drug diversion
staff and local law enforcement can assist in coordinating
activities to investigate drug diversion suspicions even prior
to confirmation.”9
Public health
With the possibility of bloodborne pathogen transmission
in many diversion cases, it is advisable to reach out to
public health officials, exchange contact information and
discuss how these cases should be handled. In some states,
the department of health gets involved early and has a
substantial role, while in others the role of public health is
less well established.
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When diversion is suspected, facilities should discuss
whether patient harm is possible or likely. If there is a risk
of bloodborne pathogen transmission, as there always is in
tampering cases, Infection Prevention should be consulted
and a detail risk analysis should ensue. Depending on
the risk, the local department of health may need to be
contacted. Because time is of the essence in addressing
bloodborne pathogen transmission, facilities should err on
the side of reporting to the department of health.
Conclusion
Comprehensive reporting can mitigate potential civil
and regulatory liability and protect patients. Having a
robust reporting program is a credit to a hospital, since it
demonstrates a commitment to patient safety.
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